
brightsolid is one of the leading datacenter hosting companies in Scotland as well as the technology and innovation 
arm of DC Thomson. At the end of 2015, the company found itself at a hardware refresh point and began exploring a full 
upgrade of the infrastructure for its cloud customers to Windows Server 2016. It engaged with Microsoft to look at vNext 
features and test migrating systems to the new server stack. In the process, brightsolid was able to dive deep into new 
features like Shielded Virtual Machines, software-defined networking (SDN), and Storage Replica.

“Today we are, I believe, the world’s first produc-
tion-ready, guarded fabric deployment that can host 
Shielded VMs, which is pretty exciting.”

Kenny Lowe, Head of Emerging Technologies, brightsolid

brightsolid offers its clients cutting-
edge security and failover technology 
with Windows Server 2016
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Customer Profile
brightsolid is a datacenter and cloud-based hosting company based in 
Dundee, Scotland. It was established in 1995 as Scotland Online and in 
2008 became brightsolid. It is a group company of DC Thomson, one of 
the leading media organisations in the UK. In 2015, brightsolid was named 
Scotland’s Best Employer and is a finalist for the title again in 2016.

Unprecedented security 
with Shielded VMs
In 2015, one of the most critically acclaimed 
shows in the US, Mr. Robot, revolved 
around a security expert who is brought 
into the datacenter of a major corporation 
to deal with a rootkit attack. Instead of 
removing it, however, he decides to leave 
it in place and begins exploiting it in order 
to take over the entire corporate network. 
In a one-hour drama, the show highlighted 
one of the most concerning security issues 
facing companies today. When we hand 
the keys to our businesses over to experts 
in order to secure our systems, how do we 
know that they can be trusted? Shielded 
VMs, a new feature in Windows Server 
2016, is an answer to that problem.

“There’s no way to talk about the value 
of VM shielding in Windows Server 
2016 without highlighting some of 
the holes and the gaps in process and 
technology that have existed in the past,” 
says Kenny Lowe, Head of Emerging 
Technologies at brightsolid. “No one 

else has an answer to the problem of 
how to protect your virtual machines 
from compromised fabric credentials or, 
heaven forbid, compromised admins.”

According to Lowe, Shielded VMs offer 
one of the most compelling reasons to 
move to Windows Server 2016 in the 
current climate of heightened security 
awareness. While most VM security 
involves protecting virtual machines from 
unauthorized access and malicious code, 
up to now there has been little to prevent 
a bad actor from copying the VM and 
running it in an unsecured environment 
where all its data can be privately 
exfiltrated. A VM is just a file, after all.

The Host Guardian Service (HGS) in 
Windows Server 2016 protects against 
this through an attestation service which 
ensures that only trusted Hyper-V hosts 
can run your Shielded VMs. This closes the 
door on security exploits that can occur 
via the storage system, the network, or 
even while your VM is being backed up.

“There are other solutions out 
there that can deliver a lot of the 
features and functionality that  
are in Windows Server 2016, but  
none of them are really all-in-one  
products, and absolutely none of 
them are close to the price point.”

Kenny Lowe, Head of Emerging 
Technologies, brightsolid
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brightsolid’s early engagement with 
Microsoft allowed them not only to gain 
deeper insights into the benefits of VM 
shielding but also to be early providers 
of this service to their customers. Lowe 
says, “Today we are, I believe, the world’s 
first production-ready, guarded fabric 
deployment that can host shielded VMs, 
which is pretty exciting.” This provides 
an immediate benefit to brightsolid’s 
security-conscious clients in the 
public, energy, and finance sectors.

Storage Replica for 
disaster recovery
brightsolid also did a deep dive into 
the benefits of providing software-
defined networking and Storage Replica 
to its clients. SDN enables centralized 
configuration and management of 
physical and virtual network devices such 
as routers, switches, and gateways. This 
allows for deeper integration between 
virtual and physical networks, as well as 
greater flexibility and improved scaling. 
For Lowe, the real power of SDN came out 
when it was combined with other features 
like stretch clustering and Storage Replica.

“What Storage Replica delivers in 
conjunction with stretch clustering and 
SDN is really inherent disaster recovery—
that is, disaster recovery you don’t have 
to think or worry about. We can rapidly 
fail over to a secondary site, IPs get 

advertised out through the secondary site 
automatically, and it all just keeps working 
with zero RPO replication. Being able to 
have it inherently there is wonderful.”

In a deep dive scenario that brightsolid 
prototyped, there is 10-gigabit networking 
with sub-2-millisecond latencies between 
two different sites that brightsolid 
supports. With Windows Server 2016, 
it can deliver synchronous storage 
replication using Storage Replica across 
sites. In this scenario, with the SDN stack 
in place, if a VM is failed across from 
one site to the other, the networking will 
simply continue to work, automatically 
advertising its IP addresses out over 
Border Gateway Protocol through the new 
site without any intervention, effectively 
providing seamless disaster recovery.  

A parent’s opinion on 
overall benefits
brightsolid’s parent company, DC 
Thomson, is a long established family 
enterprise, best known for publishing 
newspapers, magazines and books across 
the UK. In many ways, the two companies 
represent the alternate approaches 
that companies will take toward newly 
released technologies. To the same 
extent that brightsolid is enthusiastic 
in seeking out the latest features for its 
many clients, DC Thomson is cautious—
even conservative—and waits for server 
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technology to be proven before 
implementing it. This makes DC Thomson 
a valuable second opinion when it comes 
to the benefits of Windows Server 2016.

When it comes to SDN, Malcolm 
Dobson, the Group CTO for DC 
Thomson, acknowledges that his 
networking people tend to get much 
more excited about it than he does. “But 
they assure me that it means they will 
be able to do things more quickly.” 

Despite the need to move slowly in his 
industry, Dobson finds VM Shielding 
to be extremely compelling. “When 
you mention cloud or going to 
datacenters, the security card is often 
one of the first ones that’s played. 
And I think Shielded VMs address 
that in a very comprehensive way. 
It’s something that VMware doesn’t 
seem to have adequately addressed, 
and given the lead they’ve had in 
that space, that’s surprising.”

Another aspect both Dobson and 
Lowe agree works in favor of Windows 
Server 2016 is its licensing. Lowe says, 
“There are other solutions out there 
that can deliver a lot of the features 
and functionality that are in Windows 
Server 2016, but none of them are really 
all-in-one products, and absolutely none 
of them are close to the price point.” 

Lowe explains that while other solutions 
have pricing schemes that charge you 
per terabyte of software-defined storage 
or per VM or per gig of RAM for each 
VM, under Microsoft licensing you get 

unlimited VMs, unlimited software-
defined storage, and synchronous 
storage replication. And you get VM 
shielding, which is unique among 
server security offerings. “That’s a 
lot of features and functionality that 
you get baked right into Windows 
Server 2016 out of the box.”

“What Storage Replica delivers in 
conjunction with stretch clustering 
and SDN is really inherent disaster 
recovery—that is, disaster recovery 
you don’t have to think or worry 
about. We can rapidly fail over to 
a secondary site, IPs get advertised 
out through the secondary site 
automatically, and it all just keeps 
working with zero RPO replication. 
Being able to have it inherently 
there is wonderful.” 

Kenny Lowe, Head of Emerging 
Technologies, brightsolid


